HUMBOLDT COUNTY OFFICE OF EDUCATION

COURSE OUTLINE

1. COURSE TITLE: Cisco Computer Networking 1

2. CBEDS TITLE: Communications Electronic

3. CBEDS NUMBER: 5556

4. JOB TITLES: Data Communications Technician DOT 823.261-030

Network Control Operator DOT 031.262-014
Computer Security Coordinator DOT 033.162-010
Computer Security Specialist DOT 033.362-010

Manager, Computer Operations DOT 169.167-082

5. COURSE DESCRIPTION:This is the first of two courses designed to provide students with classroom and
laboratory experience in current and emerging networking technology that will empower them to enter
employment and/or further education and training in the computer networking field. Content standards are
based on a task analysis of current industry/occupational standards. The first half of the course (CISCO 1 and
2) includes, but is not limited to, safety, networking, networking terminology and protocols, network standards,
LANs, WANs, OSI models, cabling tools, routers, router programming, star topology, IP addressing and
network standards.

Particular emphasis is given to the use of decision-making and problem-solving techniques in applying science,
mathematics, communication and social studies concepts to solve networking problems. In addition, instruction
and training are provided in the proper care, maintenance and use of networking software, tools and equipment
in all local, state and federal safety, building and environmental codes and regulations. Integrated throughout
the course are career preparation standards, which include basic academic skills, communication, interpersonal
skills, problem solving, safety, technology, and other employment skills.

6. HOURS OF INSTRUCTION: 180 hours

7. PREREQUISITES: Beginning Computer Applications class through Northern Humboldt Union High
School District or instructor approval.

8. DATE: October 2002

[o2]

9. COURSE OUTLINE:

I. Essential Employability Skills/Career Preparation Standards
a. Students will build a small LAN.
b. Students will manage a small LAN, including but not limited to programming routers.
c. Students will terminate CAT-5 cable.
d. Students will develop a network topology digitally.
e. Students will work in groups problem solving.

II. Content Area Skills

A. Semester 1 — Fall Semester
WEEK CHAPTER BENCHMARKS 1 1 Can all students perform simple PC (hardware, software, network settings) and NIC
troubleshooting? 2 1 Can all students do binary math? Can all students use the units of information and bandwidth? 3 2 Can all
students name and describe the OSI layers from memory? Can all students describe the TCP/IP graph? 4 3 Can all students describe




the devices required to build a LAN? Given those devices, can all students build and troubleshoot a simple LAN? 5 4 Can all students
describe networking signals and what can happen to them on physical media? Can all students use a multimeter to measure resistance,
voltage, and continuity? 6 5 Can all students describe the 5 basic networking media? Can all students terminate CAT 5 UTP cable
according to standards? 7 5, 6 Can all students, given a topology, circle all collision and broadcast domains? Can all students describe
the basic elements of a frame? Can all students do hexadecimal math? 8 7 Can all students compare and contrast Token Ring, FDDI,
and the Ethernet family tree? 9 7 Can all students explain the specific details of Ethernet and Layer 2 Devices? Can all students use
‘Network Inspector’ (or equivalent) and ‘Protocol Inspector’ (or equivalent) software? 10 8 Can all students create physical and
logical topologies? Can all students properly locate MDFs and IDFs in an Ethernet extended star topology? Can all students plan a
structured cabling installation? [Out-of-Class Structured Cabling Project] 11 9 Can all students install, terminate, test, and
troubleshoot CAT 5 UTP cabling runs, from the jack to the patch panel? Have all students mastered the Fluke 620 (or equivalent)
meter? [Out-of-Class Structured Cabling Project] 12 10 Can all students justify the need for and classify the various types of IP
addresses? 13 10 Can all student create subnets? 14 10 Can all students do the following form of problem: “Given an IP address and
the number of subnets required, find the subnetwork id numbers, the range of host numbers, the subnetwork broadcast numbers, and
the subnet mask?” 15 11 Can all students, using packet diagrams and tracing header transformations, give a basic explanation of
routing? Can all students flowchart basic network processes such as ARP and RARP? 16 12, 13, 14, 15 Can all students explain the
similarities and differences between IP, TCP, and UDP? Can all students explain the basic processes of the session layer? Can all
students describe the presentation layer functions of formatting, encryption, and compression? Can all students explain how e-mail
and HTTP work? 17 12, 13, 14, 15 Can all students explain the similarities and differences between IP, TCP, and UDP? Can all
students explain the basic processes of the session layer? Can all students describe the presentation layer functions of formatting,
encryption, and compression? Can all students explain how e-mail and HTTP work? 18 —— Review and Finals: Have all students
mastered the concepts and skills of Chapters 1-15?

B. Semester 2 — Spring Semester
WEEK CHAPTER BENCHMARKS
1 1 Can all students describe in detail the OSI layers? Can all students differentiate between various LAN
technologies, especially the varieties of Ethernet? Can all students work through a class B IP address planning example, on their own,
without notes or a calculator?
2 2 Can all students give a simple description of a router (including its role as a WAN device) and a simple
explanation of the process of routing? Can all students build the semester 2 topology given routers, switches, cables, hubs, and
transceivers?

3 3 Can all student log into the router, enter and explain 6 different router modes, use editing features and
context-sensitive help, individually and without their journal?

4 4 Can all students use the router show commands, router testing commands, and router debug commands
when prompted for specific information?

5 4 Can all students, individually but using the Engineering Journal, perform lab 4.5.1?

6 5 Can all students flowchart the router boot sequence? Can all students configure a router using the setup
command and dialog?

7 6 Can all students flowchart the the process for altering and saving the router configuration file? Can all
students perform a CLI configuration of a router (including interfaces and routing protocols)?

8 6,7 Can all students perform the password recovery procedure from memory?

Can all students flowchart the ways a router can obtain an IOS image?

9 7 Can all students use the configuration register calculator? Can all students use the IOS commands relevant
to loading and monitoring 10S images?

10 8 Can all students flowchart the complete CLI configuration of a router, including specific IOS commands?
Do all students have a thorough Engineering Journal?

11 8 Can all students, individually and without notes except for an IP-labeled topology, perform a complete CLI
configuration of a router (with a completely erased configuration file) in 10 minutes or less?

12 9,10 Can all students create a variety of diagrams to explain TCP in detail? Can all students do a complete Class

B IP address Planning problem? Have all students added the IOS commands from Chapters 9 and 10 to their Engineering Journal and
tried those commands on a router?

13 11 Can all students pass a vocabulary and concept quiz on Chapter 11?

14 12 Can all students configure and verify static and default routes on a router?

15 12 Can all students configure and verify the dynamic routing protocols RIP and IGRP on a router?

16 13 Can all students, working in teams, build and troubleshoot the complete S-router topology?

17 13 Have all students become proficient and efficient and building and troubleshooting the complete 5-router

topology? Are all students ready to take their Online, Oral, and Skills-Based Final Exams?
18 —- Administration of Online, Oral, and Skill-Based Exams



